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March 2024 Security Bulletin

2R

February 2024 Security Bulletin S

1A

January 2024 Security Bulletin

RCE Vulnerability in Out-of-Date Versions of
Confluence Data Center and Server (CVE-2023-
22527) R

128

December 2023 Security Bulletin

SnakeYAML library RCE Vulnerability impacts
Multiple Products (CVE-2022-1471) v

MITIGATION

RCE Vulnerability in Confluence Data Center
and Server (CVE'2023'22522)m MITIGATION

RCE Vulnerability in Atlassian Companion App
for MaCOS (CVE'2023'22524)m MITIGATION

RCE Vulnerability in Assets Discovery (CVE-
2023'22523)“ MITIGATION
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December 2023 Security Advisories Overview

118

Apache ActiveMQ RCE Vulnerability impacts
Bamboo Data Center and Server " B

MITIGATION

November 2023 Security Advisories Overview

November 2023 Security Bulletin

108

October 2023 Security Bulletin

October 2023 Security Advisories Overview

Jira Service Management Data Center and
Server Advisory (CVE-2019-13990) Gl D

MITIGATION

Confluence Data Center and Server Advisory
(CVE'2023'22515) m MITIGATION

CVE-2023-22518 - Improper Authorization
Vulnerability In Confluence Data Center and
Confluence Server R ...

9R

September 2023 Security Bulletin( CVE-2023-
28709,CVE-2023-22513,CVE-2023-22512,CVE-
2022'25647) HIGH
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August 2023 Security Bulletin(CVE-2023-28709)

HIGH

7R

Security Bulletin - July 18 2023(CVE-2023-
22506,CVE-2023-22508,CVE-2023-22505)

HIGH

2R

Multiple Products Security Advisory (CVE-2022-41903, CVE-2022-23521)

1A

January 2023 Security Advisories Overview

Jira Service Management Server and Data
Center Advisory (CVE-2023-22501) Gl

MITIGATION

114

November 2022 Security Advisories Overview

Crowd Security Advisory (CVE-2022-43782)
G

Bitbucket Server and Data Center Security
AdViSOI'y (CVE'2022'43781) m MITIGATION

8 H

2022 £ 8 AR 2GR
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https://confluence.atlassian.com/security/security-bulletin-july-18-2023-1251417643.html
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Bitbucket Server #1 Data Center 2% (CVE-
2022'36804) “ MITIGATION
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2022 £ 7 AR &R EHR

ZrrmReAs (CVE-2022-26136. CVE-2022-
26137) IR

i&FF Confluence Server fll Data Center B9
Questions for Confluence &R 2% (CVE-
2022-26138) N

68

Confluence Server #l Data Center 2 2&
(CVE'2022'26134) m MITIGATION

Jira #l Jira Service Management &£ ¢ (CVE-
2022'26135) HIGH MITIGATION

44

Jira #l Jira Service Management &£ ¢ (CVE-
2022-0540) EEP——

3R

ZrrmRe A% (CVE-2016-10750. CVE-2022-
26133) D
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https://confluence.atlassian.com/jira/jira-security-advisory-2022-04-20-1115127899.html
https://confluence.atlassian.com/jira/jira-security-advisory-2022-04-20-1115127899.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html
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2021 £F

128

gFlﬁlﬂﬁé&% (CVE'2021'44228) MITIGATION

118

10 A

Jira Service Management Data Center. Jira
Service Management Server LARz Insight - /T
EE (CVE'2018'10054) “ MITIGATION

8 H

Confluence Server # Data Center (CVE-2021-
26084) “ MITIGATION

TH

Jira Data Center. Jira Software Data Center.
Jira Core Data Center #l Jira Service
Management Data Center (CVE-2020-36239)

48

Windows kit Bamboo (CVE-2020-27955. CVE-
2021'21237) “ MITIGATION

3R

Windows it Sourcetree (CVE-2020-27955.
CVE'2021'21237) “ MITIGATION

2R
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Jira Server for Slack (CVE-2021-26068)

9R

SOU rcetree (CVE'2020'5260) MITIGATION

1R

Bitbucket Server 1 Bitbucket Data Center
(CVE-2019-15010. CVE-2019-15012. CVE-
2019-20097) D

128

Confluence Server fll Data Center &A%
(CVE'2019'15006) MITIGATION

118

Jira Service Desk Server f Jira Service Desk

Data Center (CVE-2019-15003. CVE-2019-
15004) MITIGATION

9R

Jira Server fl Jira Data Center (CVE-2019-
15001) MITIGATION



https://confluence.atlassian.com/jira/jira-server-for-slack-security-advisory-17th-february-2021-1044091690.html
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https://confluence.atlassian.com/jira/jira-service-desk-security-advisory-2019-11-06-979412717.html
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Bitbucket Server # Bitbucket Data Center
(CVE'2019'15000) MITIGATION

Jira Service Desk Server fll Jira Service Desk
Data Center (CVE'2019'14994) MITIGATION

8RB

Confluence Server fl Confluence Data Center
(CVE'2019'3394) MITIGATION

TH

Jira Server (CVE'2019'11581) MITIGATION

68

Sourcetree (CVE-2019-11582)

58

Crowd Server fl Crowd Data Center (CVE-2019-
11580) MITIGATION

Bitbucket Data Center (CVE-2019-3397)

MITIGATION

48

Confluence Server fl Confluence Data Center
(CVE'2019'3398) MITIGATION

3R



https://confluence.atlassian.com/bitbucketserver/bitbucket-server-security-advisory-2019-09-18-976762635.html
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macOS Kr# Windows ki Sourcetree (CVE-
2018-17456. CVE-2018-20234. CVE-2018-
20235. CVE-2018-20236)

Confluence Server fl Confluence Data Center
(CVE'2019'3395\ CVE'2019'3396) MITIGATION

2018 105

macOS hi#l Windows kit Sourcetree (CVE-
2018-13396. CVE-2018-13397)

78

macOS hi#l Windows kit Sourcetree (CVE-
2018-11235. CVE-2018-13385. CVE-2018-
13386)

48

Windows kit Sourcetree (CVE-2018-5226)

3R

BithCket Se rver (CVE'2018'5225) MITIGATION

FiSheye ﬂ CrUCible (CVE'2018'5223) MITIGATION

Ba m bOO (CVE'2O 18'5224) MITIGATION

1A
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Atlassian JRithht

Sourcetree (CVE-2017-14592. CVE-2017-
14593, CVE-2017-17458. CVE-2017-17831)

Fisheye #1 Crucible (CVE-2017-16861)

124

Bamboo (CVE-2017-14590)

114

Hipchat Server, Data Center #l Mac SEZEF
¥ (CVE-2017-14585. CVE-2017-14586)

Fisheye # Crucible (CVE-2017-14591)

MITIGATION

108

Bamboo (CVE-2017-9514)

https://www.atlassian.com/trust/security/advisories
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