
Atlassian 产品安全公告

Atlassian 会根据产品漏洞，随时
发布安全漏洞公告，并提供修复漏
洞的解决方案。 

CRITICAL    HIGH MEDIUM

 表示漏洞等级为严重、LOW

高、中等和低

MITIGATION  表示提供临时方案修复
漏洞。

以下表格按照时间顺序列示了
Atlassian发布的安全漏洞，以及
涉及的产品和建议的解决办法。

您可以点击对应的链接，访问
Atlassian官网页面，查看漏洞的
具体描述。

安全公告

 安全漏洞可能会对您的系统安

全造成严重的威胁，为了避免由
此造成的损失，建议您立即查看
您的软件版本，评估安全漏洞对
您系统的影响，并尽快针对漏洞
进行修复。

 作为Atlassian白金级解决方案

合作伙伴，我们提供包括系统升
级、数据迁移、漏洞安全建议等
专业服务，如果您对此感兴趣，
请联系我们，获取相关的咨询和
报价。

邮箱：service@unlimax.com

电话：400-675-0285

2024 年 5 月

May 2024 Security Bulletin

mailto:service@unlimax.com
https://confluence.atlassian.com/pages/viewpage.action?pageId=1387867145


4 月

April 2024 Security Bulletin

3 月

March 2024 Security Bulletin 

2 月

February 2024 Security Bulletin HIGH

1 月

January 2024 Security Bulletin

RCE Vulnerability in Out-of-Date Versions of 
Confluence Data Center and Server (CVE-2023-
22527) CRITICAL

2023 年 12月

December 2023 Security Bulletin

SnakeYAML library RCE Vulnerability impacts 
Multiple Products (CVE-2022-1471)  CRITICAL

MITIGATION

RCE Vulnerability in Confluence Data Center 
and Server (CVE-2023-22522)  CRITICAL MITIGATION

https://confluence.atlassian.com/pages/viewpage.action?pageId=1387857429
https://confluence.atlassian.com/pages/viewpage.action?pageId=1369444862
https://confluence.atlassian.com/pages/viewpage.action?pageId=1354501606
https://confluence.atlassian.com/pages/viewpage.action?pageId=1333335615
https://confluence.atlassian.com/pages/viewpage.action?pageId=1333990257
https://confluence.atlassian.com/pages/viewpage.action?pageId=1333990257
https://confluence.atlassian.com/pages/viewpage.action?pageId=1333990257
https://confluence.atlassian.com/pages/viewpage.action?pageId=1319249520
https://confluence.atlassian.com/x/AQBCTQ
https://confluence.atlassian.com/x/AQBCTQ
https://confluence.atlassian.com/x/ugunTg
https://confluence.atlassian.com/x/ugunTg


RCE Vulnerability in Atlassian Companion App 
for MacOS (CVE-2023-22524)  CRITICAL MITIGATION

RCE Vulnerability in Assets Discovery (CVE-
2023-22523)  CRITICAL MITIGATION

December 2023 Security Advisories Overview
11月

Apache ActiveMQ RCE Vulnerability impacts 
Bamboo Data Center and Server   CRITICAL

MITIGATION

November 2023 Security Advisories Overview

November 2023 Security Bulletin
10月

October 2023 Security Bulletin

October 2023 Security Advisories Overview

Jira Service Management Data Center and 
Server Advisory (CVE-2019-13990)  CRITICAL

MITIGATION

Confluence Data Center and Server Advisory 
(CVE-2023-22515)  CRITICAL MITIGATION

https://confluence.atlassian.com/display/SECURITY/CVE-2023-22524+-+RCE+Vulnerability+in+Atlassian+Companion+App+for+MacOS
https://confluence.atlassian.com/display/SECURITY/CVE-2023-22524+-+RCE+Vulnerability+in+Atlassian+Companion+App+for+MacOS
https://confluence.atlassian.com/x/EiSiTg
https://confluence.atlassian.com/x/EiSiTg
https://confluence.atlassian.com/x/R7KcTg
https://confluence.atlassian.com/pages/viewpage.action?pageId=1319242919&permissionViolation=true
https://confluence.atlassian.com/pages/viewpage.action?pageId=1319242919&permissionViolation=true
https://confluence.atlassian.com/display/SECURITY/November+2023%3A+Security+Advisories+Overview
https://confluence.atlassian.com/x/JYmcTg
https://confluence.atlassian.com/security/security-bulletin-october-17-2023-1299929380.html
https://confluence.atlassian.com/security/october-2023-security-advisories-overview-1295389498.html
https://confluence.atlassian.com/security/ssot-117-cve-2019-13990-xxe-xml-external-entity-injection-vulnerability-in-jira-service-management-data-center-and-jira-service-management-server-1295385959.html
https://confluence.atlassian.com/security/ssot-117-cve-2019-13990-xxe-xml-external-entity-injection-vulnerability-in-jira-service-management-data-center-and-jira-service-management-server-1295385959.html
https://confluence.atlassian.com/security/cve-2023-22515-privilege-escalation-vulnerability-in-confluence-data-center-and-server-1295682276.html
https://confluence.atlassian.com/security/cve-2023-22515-privilege-escalation-vulnerability-in-confluence-data-center-and-server-1295682276.html


CVE-2023-22518 - Improper Authorization 
Vulnerability In Confluence Data Center and 
Confluence Server   CRITICAL MITIGATION

9月

 September 2023 Security Bulletin( CVE-2023-
28709,CVE-2023-22513,CVE-2023-22512,CVE-
2022-25647) HIGH

8月

August 2023 Security Bulletin(CVE-2023-28709) 
HIGH

7月

Security Bulletin - July 18 2023(CVE-2023-
22506,CVE-2023-22508,CVE-2023-22505)

HIGH

2 月

Multiple Products Security Advisory (CVE-2022-41903, CVE-2022-23521)

1 月

January 2023 Security Advisories Overview

Jira Service Management Server and Data 
Center Advisory (CVE-2023-22501)   CRITICAL

MITIGATION

2022 年 11 月

November 2022 Security Advisories Overview

https://confluence.atlassian.com/security/cve-2023-22518-improper-authorization-vulnerability-in-confluence-data-center-and-confluence-server-1311473907.html
https://confluence.atlassian.com/security/cve-2023-22518-improper-authorization-vulnerability-in-confluence-data-center-and-confluence-server-1311473907.html
https://confluence.atlassian.com/security/cve-2023-22518-improper-authorization-vulnerability-in-confluence-data-center-and-confluence-server-1311473907.html
https://confluence.atlassian.com/security/security-bulletin-september-19-2023-1283691616.html
https://confluence.atlassian.com/security/security-bulletin-september-19-2023-1283691616.html
https://confluence.atlassian.com/security/security-bulletin-september-19-2023-1283691616.html
https://confluence.atlassian.com/display/SECURITY/Security+Bulletin+-+August+15+2023
https://confluence.atlassian.com/security/security-bulletin-july-18-2023-1251417643.html
https://confluence.atlassian.com/security/security-bulletin-july-18-2023-1251417643.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-git-buffer-overflow-cve-2022-41903-cve-2022-23521-1189805967.html
https://confluence.atlassian.com/security/january-2023-security-advisories-overview-1207183418.html
https://confluence.atlassian.com/jira/jira-service-management-server-and-data-center-advisory-2023-02-01-1188786458.html
https://confluence.atlassian.com/jira/jira-service-management-server-and-data-center-advisory-2023-02-01-1188786458.html
https://confluence.atlassian.com/security/november-2022-atlassian-security-advisories-overview-1167844594.html


Crowd Security Advisory (CVE-2022-43782) 
  CRITICAL MITIGATION

Bitbucket Server and Data Center Security 
Advisory (CVE-2022-43781)    CRITICAL MITIGATION

8 月

2022 年 8 月安全公告概述

Bitbucket Server 和 Data Center 公告 (CVE-
2022-36804)   CRITICAL MITIGATION

7 月

2022 年 7 月安全公告概述

多产品安全公告（CVE-2022-26136、CVE-2022-
26137） CRITICAL

适用于 Confluence Server 和 Data Center 的 
Questions for Confluence 应用安全公告 (CVE-
2022-26138) CRITICAL

6 月

Confluence Server 和 Data Center 安全公告 
(CVE-2022-26134)   CRITICAL MITIGATION

Jira 和 Jira Service Management 安全公告 (CVE-
2022-26135)  HIGH MITIGATION

4 月

https://confluence.atlassian.com/bitbucketserver/bitbucket-server-and-data-center-advisory-2022-08-24-1155489835.html
https://confluence.atlassian.com/crowd/crowd-security-advisory-november-2022-1168866129.html
https://confluence.atlassian.com/bitbucketserver/bitbucket-server-and-data-center-security-advisory-2022-11-16-1180141667.html
https://confluence.atlassian.com/bitbucketserver/bitbucket-server-and-data-center-security-advisory-2022-11-16-1180141667.html
https://confluence.atlassian.com/security/august-2022-atlassian-security-advisories-overview-1155155092.html
https://confluence.atlassian.com/bitbucketserver/bitbucket-server-and-data-center-advisory-2022-08-24-1155489835.html
https://confluence.atlassian.com/bitbucketserver/bitbucket-server-and-data-center-advisory-2022-08-24-1155489835.html
https://confluence.atlassian.com/security/july-2022-atlassian-security-advisories-overview-1142446703.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-cve-2022-26136-cve-2022-26137-1141493031.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-cve-2022-26136-cve-2022-26137-1141493031.html
https://confluence.atlassian.com/doc/questions-for-confluence-security-advisory-2022-07-20-1142446709.html
https://confluence.atlassian.com/doc/questions-for-confluence-security-advisory-2022-07-20-1142446709.html
https://confluence.atlassian.com/doc/questions-for-confluence-security-advisory-2022-07-20-1142446709.html
https://confluence.atlassian.com/doc/confluence-security-advisory-2022-06-02-1130377146.html
https://confluence.atlassian.com/doc/confluence-security-advisory-2022-06-02-1130377146.html
https://confluence.atlassian.com/jira/jira-server-security-advisory-29nd-june-2022-1142430667.html
https://confluence.atlassian.com/jira/jira-server-security-advisory-29nd-june-2022-1142430667.html


4 月

Jira 和 Jira Service Management 安全公告 (CVE-
2022-0540) CRITICAL

3 月

多产品安全公告（CVE-2016-10750、CVE-2022-
26133） CRITICAL

2021 年 12 月

多产品安全公告 (CVE-2021-44228) MITIGATION

11 月

多产品安全公告 (CVE-2021-42574) HIGH

10 月

Jira Service Management Data Center、Jira 
Service Management Server 以及 Insight - 资产
管理 (CVE-2018-10054)   CRITICAL MITIGATION

8 月

Confluence Server 和 Data Center (CVE-2021-
26084)   CRITICAL MITIGATION

7 月

Jira Data Center、Jira Software Data Center、
Jira Core Data Center 和 Jira Service 
Management Data Center (CVE-2020-36239) 

  CRITICAL MITIGATION

4 月

https://confluence.atlassian.com/jira/jira-security-advisory-2022-04-20-1115127899.html
https://confluence.atlassian.com/jira/jira-security-advisory-2022-04-20-1115127899.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-log4j-vulnerable-to-remote-code-execution-cve-2021-44228-1103069934.html
https://confluence.atlassian.com/display/SECURITY/Multiple+Products+Security+Advisory+-+Unrendered+unicode+bidirectional+override+characters+-+CVE-2021-42574
https://confluence.atlassian.com/adminjiraserver/jira-service-management-security-advisory-2021-10-20-1085186548.html
https://confluence.atlassian.com/adminjiraserver/jira-service-management-security-advisory-2021-10-20-1085186548.html
https://confluence.atlassian.com/adminjiraserver/jira-service-management-security-advisory-2021-10-20-1085186548.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html
https://confluence.atlassian.com/doc/confluence-security-advisory-2021-08-25-1077906215.html
https://confluence.atlassian.com/doc/confluence-security-advisory-2021-08-25-1077906215.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html
https://confluence.atlassian.com/adminjiraserver/jira-data-center-and-jira-service-management-data-center-security-advisory-2021-07-21-1063571388.html
https://confluence.atlassian.com/adminjiraserver/jira-data-center-and-jira-service-management-data-center-security-advisory-2021-07-21-1063571388.html
https://confluence.atlassian.com/adminjiraserver/jira-data-center-and-jira-service-management-data-center-security-advisory-2021-07-21-1063571388.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html


Windows 版 Bamboo（CVE-2020-27955、CVE-
2021-21237）   CRITICAL MITIGATION

3 月

Windows 版 Sourcetree（CVE-2020-27955、
CVE-2021-21237）   CRITICAL MITIGATION

2 月

Jira Server for Slack (CVE-2021-26068) 
CRITICAL

2020 年 9 月

Sourcetree (CVE-2020-5260) MITIGATION

1 月

Bitbucket Server 和 Bitbucket Data Center
（CVE-2019-15010、CVE-2019-15012、CVE-
2019-20097） CRITICAL

2019 年 12 月

Confluence Server 和 Data Center 安全公告 
(CVE-2019-15006) MITIGATION

11 月

https://confluence.atlassian.com/display/BAMBOO/Bamboo+Security+Advisory+2021-04-07
https://confluence.atlassian.com/display/BAMBOO/Bamboo+Security+Advisory+2021-04-07
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html
https://confluence.atlassian.com/sourcetreekb/sourcetree-for-windows-security-advisory-24th-march-2021-1038001037.html
https://confluence.atlassian.com/sourcetreekb/sourcetree-for-windows-security-advisory-24th-march-2021-1038001037.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html
https://confluence.atlassian.com/jira/jira-server-for-slack-security-advisory-17th-february-2021-1044091690.html
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html
https://confluence.atlassian.com/sourcetreekb/sourcetree-security-advisory-2020-09-02-1021222895.html
https://confluence.atlassian.com/display/BitbucketServer/Bitbucket+Server+Security+Advisory+2020-01-15
https://confluence.atlassian.com/display/BitbucketServer/Bitbucket+Server+Security+Advisory+2020-01-15
https://confluence.atlassian.com/display/BitbucketServer/Bitbucket+Server+Security+Advisory+2020-01-15
https://confluence.atlassian.com/security/multiple-products-security-advisory-hazelcast-vulnerable-to-remote-code-execution-cve-2016-10750-1116292387.html
https://confluence.atlassian.com/doc/confluence-security-advisory-2019-12-18-982324349.html
https://confluence.atlassian.com/doc/confluence-security-advisory-2019-12-18-982324349.html


Jira Service Desk Server 和 Jira Service Desk 
Data Center（CVE-2019-15003、CVE-2019-
15004） MITIGATION

9 月

Jira Server 和 Jira Data Center (CVE-2019-
15001) MITIGATION

Bitbucket Server 和 Bitbucket Data Center 
(CVE-2019-15000) MITIGATION

Jira Service Desk Server 和 Jira Service Desk 
Data Center (CVE-2019-14994) MITIGATION

8 月

Confluence Server 和 Confluence Data Center 
(CVE-2019-3394) MITIGATION

7 月

Jira Server (CVE-2019-11581) MITIGATION

6 月

Sourcetree (CVE-2019-11582)
5 月

Crowd Server 和 Crowd Data Center (CVE-2019-
11580) MITIGATION

Bitbucket Data Center (CVE-2019-3397) 
MITIGATION

4 月

https://confluence.atlassian.com/jira/jira-service-desk-security-advisory-2019-11-06-979412717.html
https://confluence.atlassian.com/jira/jira-service-desk-security-advisory-2019-11-06-979412717.html
https://confluence.atlassian.com/jira/jira-service-desk-security-advisory-2019-11-06-979412717.html
https://confluence.atlassian.com/jira/jira-security-advisory-2019-09-18-976766250.html
https://confluence.atlassian.com/jira/jira-security-advisory-2019-09-18-976766250.html
https://confluence.atlassian.com/bitbucketserver/bitbucket-server-security-advisory-2019-09-18-976762635.html
https://confluence.atlassian.com/bitbucketserver/bitbucket-server-security-advisory-2019-09-18-976762635.html
https://confluence.atlassian.com/jira/jira-service-desk-security-advisory-2019-09-18-976171274.html
https://confluence.atlassian.com/jira/jira-service-desk-security-advisory-2019-09-18-976171274.html
https://confluence.atlassian.com/x/uAsvOg
https://confluence.atlassian.com/x/uAsvOg
https://confluence.atlassian.com/jira/jira-security-advisory-2019-07-10-973486595.html
https://confluence.atlassian.com/sourcetreekb/sourcetree-security-advisory-2019-06-05-972329885.html
https://confluence.atlassian.com/x/3ADVOQ
https://confluence.atlassian.com/x/3ADVOQ
https://confluence.atlassian.com/x/V87JOQ


4 月

Confluence Server 和 Confluence Data Center 
(CVE-2019-3398) MITIGATION

3 月

macOS 版和 Windows 版 Sourcetree（CVE-
2018-17456、CVE-2018-20234、CVE-2018-
20235、CVE-2018-20236）

Confluence Server 和 Confluence Data Center
（CVE-2019-3395、CVE-2019-3396） MITIGATION

2018 10 月

macOS 版和 Windows 版 Sourcetree（CVE-
2018-13396、CVE-2018-13397）
7 月

macOS 版和 Windows 版 Sourcetree（CVE-
2018-11235、CVE-2018-13385、CVE-2018-
13386）
4 月

Windows 版 Sourcetree (CVE-2018-5226) 
3 月

Bitbucket Server (CVE-2018-5225) MITIGATION

https://confluence.atlassian.com/x/d5e8OQ
https://confluence.atlassian.com/x/d5e8OQ
https://confluence.atlassian.com/sourcetreekb/sourcetree-security-advisory-2019-03-06-966678691.html
https://confluence.atlassian.com/sourcetreekb/sourcetree-security-advisory-2019-03-06-966678691.html
https://confluence.atlassian.com/sourcetreekb/sourcetree-security-advisory-2019-03-06-966678691.html
https://confluence.atlassian.com/display/DOC/Confluence+Security+Advisory+-+2019-03-20
https://confluence.atlassian.com/display/DOC/Confluence+Security+Advisory+-+2019-03-20
https://confluence.atlassian.com/x/v00SOQ
https://confluence.atlassian.com/x/v00SOQ
https://confluence.atlassian.com/x/4erXO
https://confluence.atlassian.com/x/4erXO
https://confluence.atlassian.com/x/4erXO
https://confluence.atlassian.com/x/ERyUO
https://confluence.atlassian.com/bitbucketserver/bitbucket-server-security-advisory-2018-03-21-946627549.html


Bitbucket Server (CVE-2018-5225) 

Fisheye 和 Crucible (CVE-2018-5223) MITIGATION

Bamboo (CVE-2018-5224) MITIGATION

1 月

Sourcetree（CVE-2017-14592、CVE-2017-
14593、CVE-2017-17458、CVE-2017-17831）

Fisheye 和 Crucible (CVE-2017-16861)

2017 年 12 月

Bamboo (CVE-2017-14590)
11 月

Hipchat Server、Data Center 和 Mac 桌面客户
端（CVE-2017-14585、CVE-2017-14586）

Fisheye 和 Crucible（CVE-2017-14591） 
MITIGATION

10 月

Bamboo (CVE-2017-9514)

Atlassian 源地址

 https://www.atlassian.com/trust/security/advisories

https://confluence.atlassian.com/bitbucketserver/bitbucket-server-security-advisory-2018-03-21-946627549.html
https://confluence.atlassian.com/crucible/fisheye-and-crucible-security-advisory-2018-03-28-946613862.html
https://confluence.atlassian.com/x/PS9sO
https://confluence.atlassian.com/sourcetreekb/sourcetree-security-advisory-2018-01-24-942834324.html
https://confluence.atlassian.com/sourcetreekb/sourcetree-security-advisory-2018-01-24-942834324.html
https://confluence.atlassian.com/crucible/fisheye-and-crucible-security-advisory-2018-01-31-942863495.html
https://confluence.atlassian.com/x/6FcGO
https://confluence.atlassian.com/display/HC/HipChat+Server+Security+Advisory+2017-11-22
https://confluence.atlassian.com/display/HC/HipChat+Server+Security+Advisory+2017-11-22
https://confluence.atlassian.com/crucible/fisheye-and-crucible-security-advisory-2017-11-29-939939750.html
https://confluence.atlassian.com/x/EZ-1Nw
https://www.atlassian.com/trust/security/advisories

	Atlassian 产品安全公告

