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April 2024 Security Bulletin
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March 2024 Security Bulletin
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February 2024 Security Bulletin 5
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January 2024 Security Bulletin

RCE Vulnerability in Out-of-Date Versions of
Confluence Data Center and Server (CVE-2023-
22527) R

124

December 2023 Security Bulletin

SnakeYAML library RCE Vulnerability impacts
Multiple Products (CVE-2022-1471) "

MITIGATION

RCE Vulnerability in Confluence Data Center

and Server (CVE-2023-22522)“ MITIGATION



https://confluence.atlassian.com/pages/viewpage.action?pageId=1387857429
https://confluence.atlassian.com/pages/viewpage.action?pageId=1369444862
https://confluence.atlassian.com/pages/viewpage.action?pageId=1354501606
https://confluence.atlassian.com/pages/viewpage.action?pageId=1333335615
https://confluence.atlassian.com/pages/viewpage.action?pageId=1333990257
https://confluence.atlassian.com/pages/viewpage.action?pageId=1333990257
https://confluence.atlassian.com/pages/viewpage.action?pageId=1333990257
https://confluence.atlassian.com/pages/viewpage.action?pageId=1319249520
https://confluence.atlassian.com/x/AQBCTQ
https://confluence.atlassian.com/x/AQBCTQ
https://confluence.atlassian.com/x/ugunTg
https://confluence.atlassian.com/x/ugunTg

RCE Vulnerability in Atlassian Companion App

for MaCOS (CVE'2023'22524)m MITIGATION

RCE Vulnerability in Assets Discovery (CVE-
2023'22523)“ MITIGATION

December 2023 Security Advisories Overview

118

Apache ActiveMQ RCE Vulnerability impacts
Bamboo Data Center and Server " B

MITIGATION

November 2023 Security Advisories Overview

November 2023 Security Bulletin

108

October 2023 Security Bulletin

October 2023 Security Advisories Overview

Jira Service Management Data Center and
Server Advisory (CVE-2019-13990) Gl D

MITIGATION

Confluence Data Center and Server Advisory
(CVE'2023'22515) m MITIGATION
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CVE-2023-22518 - Improper Authorization
Vulnerability In Confluence Data Center and
Confluence Server IR ...

9B

September 2023 Security Bulletin( CVE-2023-
28709,CVE-2023-22513,CVE-2023-22512,CVE-
2022'25647) HIGH

8H

August 2023 Security Bulletin(CVE-2023-28709)

HIGH

7R

Security Bulletin - July 18 2023(CVE-2023-
22506,CVE-2023-22508,CVE-2023-22505)

HIGH

2R

Multiple Products Security Advisory (CVE-2022-41903, CVE-2022-23521)

18

January 2023 Security Advisories Overview

Jira Service Management Server and Data
Center Advisory (CVE-2023-22501) Gl

MITIGATION
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November 2022 Security Advisories Overview
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Crowd Security Advisory (CVE-2022-43782)
e

Bitbucket Server and Data Center Security
AdVisory (CVE'2022'43781) “ MITIGATION

8RB

2022 iF 8 ARENGHA

Bitbucket Server #1 Data Center %5 (CVE-
2022'36804) m MITIGATION

78

2022 £ 71 ARENEHA

ZrrmEe s (CVE-2022-26136. CVE-2022-
26137) IR

i&FF Confluence Server il Data Center B9
Questions for Confluence &R 224 (CVE-
2022-26138) N

6 A

Confluence Server #l Data Center 2&2%&
(CVE'2022'26134) m MITIGATION

Jira #l Jira Service Management £ 214 (CVE-
2022'26135) HIGH MITIGATION
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Jira #l Jira Service Management £ 2% (CVE-
2022-0540) EEFES

3R

ZrmEe A% (CVE-2016-10750. CVE-2022-
26133) IR

128

gFﬁ:fé’A% (CVE'2021'44228) MITIGATION

118
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Jira Service Management Data Center. Jira
Service Management Server ARz Insight - /T
%E (CVE'2018'10054) m MITIGATION

8RB

Confluence Server # Data Center (CVE-2021-
26084) R = ...

TH

Jira Data Center. Jira Software Data Center.
Jira Core Data Center #l Jira Service
Management Data Center (CVE-2020-36239)

48
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Windows hik Bamboo (CVE-2020-27955. CVE-
2021'21237) m MITIGATION

3R

Windows Ak Sourcetree (CVE-2020-27955.
CVE'2021'21237) m MITIGATION

2R

Jira Server for Slack (CVE-2021-26068)

2020 ££ o
Sourcetree (CVE-2020-5260) ' ucron

1R

Bitbucket Server 1 Bitbucket Data Center
(CVE-2019-15010. CVE-2019-15012. CVE-
2019-20097) D

2019 £ e

Confluence Server fll Data Center &A%
(CVE'2019'15006) MITIGATION

118
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Jira Service Desk Server fll Jira Service Desk
Data Center (CVE-2019-15003. CVE-2019-
15004) MITIGATION

9R

Jira Server fl Jira Data Center (CVE-2019-
15001) MITIGATION

Bitbucket Server 1 Bitbucket Data Center
(CVE'2019'15000) MITIGATION

Jira Service Desk Server f Jira Service Desk
Data Center (CVE'2019'14994) MITIGATION

8 H

Confluence Server fl Confluence Data Center
(CVE'2019'3394) MITIGATION

TH

Jira Server (CVE'2019'11581) MITIGATION

68

Sourcetree (CVE-2019-11582)

5RH

Crowd Server f Crowd Data Center (CVE-2019-
11580) MITIGATION

Bitbucket Data Center (CVE-2019-3397)

MITIGATION
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Confluence Server #l Confluence Data Center

(CVE'2O 19'3398) MITIGATION

3R

macOS iRF Windows ki Sourcetree (CVE-
2018-17456. CVE-2018-20234. CVE-2018-
20235. CVE-2018-20236)

Confluence Server fl Confluence Data Center
(CVE'2019'3395\ CVE'2019'3396) MITIGATION

10 A

macOS k#l Windows ki Sourcetree (CVE-
2018-13396. CVE-2018-13397)

TH

macOS k#l Windows ki Sourcetree (CVE-
2018-11235. CVE-2018-13385. CVE-2018-
13386)

48

Windows kit Sourcetree (CVE-2018-5226)

3R

BithCket Se rVer (CVE'2018'5225) MITIGATION
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Fisheye #1 Crucible (CVE-2018-5223) ' o

Ba m bOO (CVE'ZO 18'5224) MITIGATION

18

Sourcetree (CVE-2017-14592. CVE-2017-
14593, CVE-2017-17458. CVE-2017-17831)

Fisheye # Crucible (CVE-2017-16861)

128

Bamboo (CVE-2017-14590)

118

Hipchat Server, Data Center #l Mac fSEZEF
iw (CVE-2017-14585. CVE-2017-14586)

Fisheye #l Crucible (CVE-2017-14591)

MITIGATION

10 A

Bamboo (CVE-2017-9514)

https://www.atlassian.com/trust/security/advisories
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